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Colltilmous  IIlonitoring  of co:i]))lex  dy]lalnic systcnm for tlie IJurl)oscs  of anolnaly  or fault  detcctiolt  is a]t
illcrcasil]gly  ilnlmrtallt issue in cllvcrsc areas such as lmclear  and clicmical plants, lnamlfactlurlllg  processes,
c.ollllllllllicatiolls  llctworks  and l)iolmdic.  al IIcaltll Ilmllitorillg. Wc llavc rccclltly  develol,ccl  a llovcl al)l)raocll
to l)rohlclns  of this  ~latrlrc by colnl)ining l,attml rcc.ogllitioll ]Imtliods  with fillitc-state IIiddcll hlarkov  ]Ilodcls.
‘J’llis  al)l~rc)acll ]las g;cneral al)l)lical)ility  to colltitluous  olllillc ]Imllitorillg of dynamic  systc]ns,  wit]]  l)articolar
},otcntia] f o r  apl)licatiolls  to onl)oard lnollitorillg  of smlsor  signals  ill groulId  and a i r  vcl]ic.lm sitlcc it i s
cxtrcvnc]y  rel iable a~ld is coll)l)lltatiollally  very Sill]l)le to ill-llllcllmllt. Several rccel]t  ,l~a}jcrs arc availal)lc
wllic]l  describe lmtll  tllcorctical  and })ractical iltll)lcillclitati{jli clctails [1, 2, 3, 4].

Standard  ]mtllods for fault, dctcctioll  in clynal)]ic  systcnns  IIavc largely relied ill tlw past, o]) two lnaill
al)l)roachcs: conlrol-tllcoretic  lmt,hods  al~d heuristic. knowledge-based methods. ‘J’IJc  c.olltrcrl-theoretic al)-
l)roac.11 l)rcsulncs  the cxistcncc  of all accurate and lclial)lc  lnatl]cll]atical  system IIlodcl: frcqumltly  ill prac.tic.a]
a])])lic.atiolls no suclI  ]Imclcl  exists . Kllo}t’lcclg;c-l)ascd lnctllods  IJrcsulnc  tl)c cxistenc.c of a dc)lnai)i expert ,
w]lic.11 is oflcll not tl]c case: furtllerl]]orc  such Ilmtllods arc tyl)ically  IIot  suited  for dcalillg  with tillm-varyitlg
systclm wit,ll fcedl)ack.

All altcrllativc al)llroacl)  wl)icll  has I)CCN  l)lol)oscd  ill rcc.cnt years is based 01[ l)attcrll  recognition iclcas;
a classification lnodc] is traillccl o]) systcln  data to discrilnillate  I)c{wce]i  norlnal  a)id al)llorlnal  collditiolls.
Sine.c the ]nodcl adaljt,s to tllc data fro]]] tllc systcln,  very little l)rior kIlowlcclgc is required } IIlakillg  tllc
IIlctllod very attractive for many l)ractical  sitrlatiolls. ]Iowcvcr,  tllc cllaractcrislics  of tllc systc]n wllic]l  are
used as inputs  to the classifier (known as t,llc “fcatrlrcs” ill j)attcrll  rccogtlitioll  jargon) call tyl)ic.ally bc quile
IIoisy (suclI as features  d e r i v e d  froln a tyl)ical IImtor  currmlt  sip;llal ill all clcc.tro-rnccll  al)ical systclll).  ‘J’llis
call translate into fluctuations ill tllc dccisiol)s of tllc classifier, rcsultil]g  ill an ullac.c.el)tal)ly large false alarln
rate over ti]ne.

111 rcc.cllt work at J 1’1,  we IIavc C1CVC1OI)CCI a 11OVCI systcl[l  wllicll ‘(slnootlls>’ suc]l  classificatio~l  cstilnates
o v e r  tilne  using tllc formalisln  of IIiddcll Markov ~l)odcls. IIiddcll Markov moclc]s  llavc lmcn u sed  w i th
significant  SUCC.CSS  in S1)CCCI1  recognition al)plicatiolls  for mnc tilnc;  ]Iowcvcr  it is only with c)ur reccllt  work
that tllcir  gcllcral  alll)lic.al)ility  to continuous IImllitorilig IIas lWCI) rccogllisccl.  IIricfly,  tllc systcl]) is assulned
to follow a Markov trajectory i]] terins  of tralwitillg; lmtwcc]l  IIorlllal slid abllonlltil  states. ‘J’l]c  hiddc?l asl,cct,
of tllc j~roblcln arises duc to tllc fact that tllcsc  states arc not directly observable: o])ly  tllc sylnlltolns  (such
as scllsor tilne  series clata) call bc ciircctly  c)bservcd. ]Icncc,  tile l)rol)lclll is to illfcr tllc IImst  likely scc~ucncc
of system states gitw?] lI]c syll~l)toln data.
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l]] lmrticular,  tllc saln})lccl sc]lsor  data is divided into wiIIdows over ti][lc and froln cacll wi]lclcrw  a wxtor
of sigilal parmnckrs  is ex t r ac t ed tJ]is data prcl,roccssit]g  step illtroducm  so]m  it]variallce  and rol)ustJless
wiilll rcsl)cc.t to noise. l’crr a given tiloc  wit)dow, tlm cstilllatccl  sig;aa] parameter vector J~rovidcs  tllc inJJut
for a sta]lclarcl classification], Ioodcl (WC usc both Jicr],cl dmlsity cstilllators and fccclforward  llcura] )Ict,works)
wllic]l  ill turII ])roduces aII iastaata]mous  cs(itnate  of lIIC J)rohaLility of tlIc systmo’s  st,atc (colldi(ioncd  oa
tlm ],artlicular  in[)ut), ‘J’llc role of tllc M arkov ]lIoclcl is to illtcg;ratc tlicsc l,rol)al)ility  cstilllatcs over tilm
by co]nbi]]il)g tlIIO J)rcscnt  stak cs(iloa!c  wit])  J)ast state cstitliatcs. ‘J’lm lliddcn Markov ]Imlcl  fralncwvork
provides all c](l~iillt  tllcorctical  basis to acllicvc this: cssclltially  it allows tile rccovcry of tllc ]imst likely
SCqucncc of states givca t]Ic! SyIOpkIIII  data ul~ t,c) t,illm f. lti \iraC~iCC,  its Inost obvious Cflc!c.t is to dra)naticalJy
reduce tllc false alarm rate by several orders of magilitr]dc  co]l)])arcd to ]101 using ally illtcgratiolt  over t,ilnc.
‘J’lic J)aralnctcrs  of tllc ]Iiddml  hlarkov  ]I}odc.1 call bc sl}owa to lm directly related to tllc overall ltlcall tiltm
bctwccul failure of tllc systclll  and llcvlc.c call be mtill]atcd  froln })rior  kt]owlcdgc  of systcIo  failure rates.  ‘J’lIc
classif icat ion parl of the lIlodc4 call be traillcd  usiltg systclf]  data w)lic~l  has bcc]l ol)taillml itl advance  for
t,llis ~JurI~osc.

WC have iln])lclmllt,cd SUC1]  a systcln  for olllitlc fault dctcctim]  ill J1’1,’s  IJccl) Sl)ac.c Network larg;c ground
al]tclll}as  (3411]  and 70111 disllcs) using salnplcd  clfita sigtlals suc]l  as II]otor currcl]ts,  J~osit)ioll  c)lcodrm,  and
tacllolnctmr readings. Sigl]al I)aramctcrs  suc]l  as sta)ldard  deviaticnls  and fitted autoregrcssivc  cocfJicic]lLs arc
estitnatcd every 4 scc.o]lds  (all dfcctivc  dowllsall]l)lillg I)y a factor  of 200 fro)n lJIc ori.e;iltal sellsor saln~)lillg
rate of 5011 z). la various field trials of tllc systclll  at tlie Goldsto]lc  I)SN CO) I]l)lCX in califorllia, tllc modcJ IIas
yet to J)roclucc  a sit)glc false alar]l) a]ld IIas detected  all faults  witlliil 8 sccolIds of occur rcllcc: l)y colnJ)arison,
tllc more standard ~lol]-h4arkov  lmtllo(J  lnakcs itlcorrcct  decisions lmrc than 16% of tllc ti)lm 011 average
(Ilardwaro  faults  i~rc switcllcxl into tllc systc]li  ill a ccnltrcdlc.d lualillcr  duril,g; tllcsc  tests). ‘1’l)c  h4arJiov  as}mct
o f  tl]c looclc] lnakcs tllc systcln  o~)cratio)lally  J]ractical. ‘J’lic SUCCMS  of tllc lnctllod  l)as resulted ill a J]’],
cllgiliccritlg  decision t)llat all llcw’ I) SF! alltcllnas  will bc dcsigllcd with sue]] a h4arhov lnollitorittg  colnJ)ollc.llt4
I)uilt-i]l. ‘1’hc  systcin  will result  ill a sigtlificajlt  rcductio]l  ill tllc tillm sl,cllt  by I)SN olmrators  troul)lcsllootitlg
alltcl}lia J)roblclns, clue to its al)ility to quickly and accurately detect, syst,~ln  abllorlnalitics.
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